
printf("x has the value %d, y has the value %d, z has the value %d \n", x, y, z)

calling convention SECURITY PRINCIPLES

Opush args onto stack (in reverse order ① Detect if you can't prevent ↑
or key in diff 10

②push old EIP onto stack (RIP) main
② Defense in depth (multiple types of defense layered +gt)

③More EIP ③ least privilege (give only access it needs to do its job)
① Push old EBP onto stack (SFP)

⑨ separation of responsibility (not 1 party has complete power
⑤ More EBP down to ESP

⑤ Ensure complete mediation (check access to every object⑥ More Esp down for new frame

Orbit ⑥ Shannon's maxim : attacker knows system they're attacking (don't rely on obscurity
⑦ Execute

⑧ More ESP up to EBP I ⑦ Kerckhoff's principle : secure even when attacker knows all internal details

increase

⑨ Restore old EBP (SFP) by popping SFP ⑧ Fail-safe defaulty : if mechanisms fall ->> lead to secure behavior
->

⑩ Restore Old ElP (RIP) by popping RIP ⑨ Design security from the start · x ff+f[fFF

⑪ Remove args from stack I main

& strings in terminated
* TCB = trusted computing base : must operate correctly for securityv

With 100
↳ unbypassable , tamper-resistant ,

verifiable

Mem safety vulnerabilities & TOCTTOU = time of Check to time of use : race conous between check & use

① Buffer overflow : no bounds checkinge leads to out of bounds memory access
EIP= instrpointer

↳ unsafe In like gets() or read) curr instraddy)
↳ user can provide arbitrary # of bytes EBP = addy & top of

② stack smashing : use long input -> overwrite StP- overwrite RIP to pointshellcode curr stack frame

ESP = addy at bottom

③Integer conversion attack : signed us unsigned
,
I will implicitly cast of currstack fam

↳ memopy takes in set- unsigned but pass in int 8 -t

Mish:decrement esp #p:
- increment esp

↳ Oxffffffff = -1 w/z's complement
-"store value in newly -

copiespoppedaallocated space
① off by one attack : overflow I byte after buffer -> redirect str and run shell cost unsigned

↓↳ using instead of *& put it as (xff fread ( void pr, size-t size , size -t count , file o stream)
↳ start loop at =0 instead of i = 1 NOT - 1

gets() addshull byte after last byte read
↳ needs Two function returns : one to more stP into buffer printf reads string until null byte (WO)

-

one to actually execute instr a arbitrary location

* Want to make fake RIP contain shellcode

⑤ Format string attack: improper usage ofint to read/write arbitrary locations

↳ looks for
" %' format string modifier u bytes above RIP of printf format string modifiers

↳ args start bytes above RIP of printf Z %x reads nexadecimal

* d reads decimal

& ("X has value - 6
, 4 % C reads char (reads 4 , Prints 1 byte)

& pass in 3 % d modifiers,
only nave z anys has valueO , z has

%

1
. S devet pointer -> print stringvalue d In")

↳ will print out whatever is 16 bytes above RIP RIP print f % n write of chars printed to that addy
stp print

% un write bytes to address
⑥ retzret attack
:utilizesspecialistpresencepointerto

redirect executiis % U Where is a # print#Starting at ang
-> unsigned inta can combine w/

%n to 80 % 1230 % n
* useful for when ASCR is enabled -> jump to stack location dynamically write this

DEFENSES to address

O stack canaries : insert random 4-byte value below SFP and above local vars

↳ limitations : no protection against heap overflows
,
local var can be overwritten

↳ counter : guess the canary (32 bit arch w/ zel bits randomness

↳ counter : leak the canary : Use vulnerability to read canary (format str vulnerability)

② Address space layout randomization (ASLR) : randomize start of each segment of memory St

absolute addresses of each item = unique

↳ relative positioning still stays the same

↳ can guess or leak the address (32 bit system : 16 bits of entropy

⑤ Non-executable pages : mark stack as non-executable to prevent stack smashing
↳ counter : return into libe

↳ counter : return oriented programming (chain of return addy : point to gadget-end invet

↳ local data manipulation still possible



THREAT MODELS
XOR : 000 = 0 (xYoX = Y

001 = 1 -
① ciphertext only attack : intercept encrypted msg -> want to recover plaintext cancels out X

100 = 1
② known plaintext attack : intercept encrypted msg W partial knowledge of plaintext

10) = 0
-> find plaintext

③ replay attack : capture encrypted msg and re-send to recipient repeatedly
IND-CPA Game * len(Mo= Ien (Mi

chosen plaintext attack : trick A to encrypt msgs of choice -> observe ciphertexts O Adversary chooses No M , and sends to Alice & Practical #

↳ use into for msg recovery for new msgs ② Alice encrypts either Mo or M
,

& sends back to Eve

of encryption

⑤ chosen ciphertext attack :

trick is into decrypting certain ciphertexts ③ Adversary does chosen plaintext attacks

requests

* winw/ non
↳ use this output to decrypt other ciphertext ① Guess whether encrypted msg is Moorm, negligible⑥ chosen plaintext/ciphertext attack : encrypt/decrypt msgs of choice

advantage

one time pad : Keygen : pick random key K AES = advanced encrypt : Enc(M) + C

* key cannot be Encryption : C = MoK
encryption standard E : 50 , 13 x 50 , 13- 50 , 13deterministic

reused Decryption
: M = C K block length n= 128 bits decrypt : PK((M)) = M

key K = 128 bits Invertible encryption

&
computationally indistinguishable from random permutation

Modes of operation
BLOCK CIPHERS

Steure!! SECURE !! * no padding needed

ECB mode : electronic codebook CBC mode :
cipher block chaining CEB mode: cipher feedback

enc Notparallelizeency encrypt : Co = /V
,

Ci = Ek(P; ci-1) Panel encPt
:

CFECD
decrypt : P : = DK (c) Ci- parallel

OfB mode output feedback Ctr mode : counter
padding : add padding to input until

encrypt : zo = N , zi = Ex (Eit)
,
C = M , z: encrypt : C = Ex(IV + i) #M, parallel

multiple of 128 bits
decrypt : P :

= C,Zi &easyto tamper decrypt : M ; = Ex(IV + i) @C , parallel
PKCS#) Padding = pad msg by

# of padding bytes used
↳ only needed for CBC

HASHES : generates deterministic fingerprint of document

* same input = same hash value

PROPERTIES :
MACs =

message authentication codes -> guarantee integrity/authenticity
① One-way : (given output, hard to find input) T= f(k , M) = 128 bit tag on msgM

↓ A sends < M , T >

② Given input , infeasible to find any input to hash to same value
128 bit key K -> is checks if f(K , M) matches

③ collision resistant : infeasible to find x'stx * X but H(x) = H(x)
& deterministic for correctness

,
not confidential

&I inputs that hash to same value

SHA-1 - not secure be of collisions NMAC(Ki , K2 , M) = H(k, 1H(k2 , m) * *2

SHA-2-length extension attack (create H(KIIMIX) given HCKIIM) HMAC (M , k) = H(( K'Gopad)11H(k'GipadIm))

SHATSCMAs

& relate hash function output w/ symmetric encryption &if you change a single bit -> unpredictable
algorithm key length

Authenticated Encryption = confidentiality + integrity

Pseudorandom Number Generators
① encrypt then MAC = send <Enc (M), MAC (Enck

, (M)))

- entropy
=

measure of uncertainty -> uniform distribution-highest entropy ↳ may leak ciphertext through MAC e OK !

↳ TRUE randomness=expensive

- PRNG : take small amt of trull random bitsOutputlongSequence MAC ten encrypt Send EnCMMA

* & determinists c , computationally indistinguishable Z L susceptible to side-channel attacks IT-

O seed/entropy) -> take truly random entropy & initialize internal state public key encryption so
② reseed Centropy) -> take in additional truly random entropy - Update PRNG

Trapdoor one-way : one-way w/ special backdoor
ad rollback resistance : attacker cannot deuce anything abt prev to allow special compute

generated bit RSA : Bencrypts w/ Als publickey ,
A decrypts- Y key

stream-cipher : encrypt + decrypt msgs as they come I bit atime
wo won priv key gen random symmetric

&Meet it

to solve for x

& add randomness through padding (OAEP)

& Difficult to find S = gab Mod P
El Gamal: modified Diffie Hellman

fro A , B , g , P

Man in the middle attack & Tamper with messages

& Alice sends gamod - replaced with gi mod

② Bob receives gmmode e calculates glub modp
D) GITAL SIGNATURES : only B can sign , everyone revity

CERTIFICATES EM3pBobsendsgmodpreplacedwithgmmT keygenc+ (PK, SK) m
* encrypt w/ public key public & priv

② sign w/ priv key 3m3skisigner signing- Sign S = Sign (SK
, M) = signature o/priv key SK

* forming Verify + verify (PK, M . S) using public key PK

PASSWORDS Donline guessing
②Eavesdropping (dictwommn!
↳ SSL ↳ rate limit , CAPTCHA

③ client side Malware server comp

(key strokes > ↳salting for randomness

& 2 factor auth be slow nash

(

REVOCATIONexpirationperiodI
hierarchical hapith trustpublia

tree <PUBLIC CHANNEL



Adversaries Headers/OSI move

2 .
Link -> link: connect machines

off-puth: cannotremotamodify cow
ARP

,
DHCP, WPAZ in LAN

In-path/MITM : can read/modify/block M Ethernet, LAN , MAC
ALL : can send own packets

3. Internetwork -> Internetwork : connect LANS
↳ spoof packets

Best effect relivery
DHCP ,

BGP , IP

4 .Transport-> transport : ensure reliable data

delivery
TCP/VDP

6 . 5 secure transports secure transport : provide
TIS end-to-end secure communication

7 . Application

HAPS , SSH ,
DNSApplication : connect

network to end-user apps
HIGH

*high relys on low for transmission

& Low relys on high for cryptography

ARP : Layer 2 (link) -wired local networks
BGP (layer 3) = Borer Gateway Patrol

Address resolution protocol Purpose : send msgs globally by connecting lots of local networks

vulnerability : read msgs in intermediate transit and forward to wrong
- Purpose : translate IP to MAC addresses

place ->> Lying As to act responsible for network it's not

- vulnerability : On-path can see requests + send malicious response
*Doperates on Trust &D Lying AS = MITM

- defenses : Switches , arpwatch to keep track Of IP> MAC pairs defense : rely on higher layers (TCP , TLS)

O If same subnet ,
ARP to translate IP to MAC address

case 1 : Inside LAN ② If different subnet , send packet to gateway -> Autonomous system

② ⑤ ↳ each As advertises which network it's responsible for

UDP : Layer y cuser datagram protocol) - best effort transport·
A

↳ select shortest path

= 16 --17

source port Destination
& faster so better when speed is a concera

Doadcast

meet layer protocol * not guaranteed order

&Checksum : Now cryptographic to detect corrupted

Broadcast to all on CAN
Length checksum packets

case 2 : outside LAN ---

① ② ⑤ playertransmission
control protocol) reliable,oras

Itestinati
① HANSHAKE to establish connection to server

sequence #

②
resends dropped packets & breaks up long mags

Acknowledgement #

-into indivpacketAck # (SYN , A(k,
F(n)no a good for client-server relationships

Flags checksom

3 way handshake sending data **

Broadcast to router Broadcast MAC from
CacheMAket

recipient client

servered Ac

client server

router sea Ack
SYN

DHCP : Layer 2 Clink)/Layer 3 (Internetwork) [SN-Ack BA + 1

Dynamic Host contig protocol Ack

-
A + 1 B+ i 1s

· purposegeougwhenirstconnectingesendmalicious responses & To end : send fIN
,
replyw/fINAckI + ++Bx+ + A+

- defense : rely on higher layers Need :
to about : Send RST

, no Ack needed

4 steps : Sea Set to index of first byte in packet (iiheader like +c)
O Client discover : client broadcasts request for configoroutS

Gateway)
- i

② server offer : server offers some config settings ↓
Attack:Packet injection

⑤ Client request
: client broadcasts the one it chooses

mapping of internal - remote Doft-path : know/guess client /port, server ip/port
,
sea num

Ip addresses

② on-path : can inject into TCP - RACE

① server acknowledge : chosen server confirms its config has been chosen

③ in-path : can block msg from party & send their own

NAT : network address translation : allows multiple computers on

local network to share ip Defense : rely on higher layer its

#Hack : attacker sends forged config
MITM TLS : Layer 6 . 5 : transport Layer security

Defense : rely on higher layers
starts w/ 3 way handshake

WPA2 : Layer 2 Link * Wifi Protected Access-wireless local network

a server needs client server
client Access Point PSK= preshared Key = 1 password

for all Users = ApplyDista
public/privatea

Auth
request pair

Devive PSK Devive PSK

fromWith password DAP sends Anonce & relayattack =

Anonce & client receives Anonce& derives recording old msgs sent

L PTK (pairwise Munsport keys) ,
sends & DHE provides

Deriveona

~ from Wifi

SNOnce , MIC to AP Forwar secrecy③ Ap receives SNonce & Cancerive PTK If priv key lost,

↳ sends GTK (group temporal key) encrypted , MIC oldconns canSNonce
+ m ,c

Derive PTK Not be decrypted
Compknonesses Ak for successful in

LMIC
+ GT Attacks : on path attackers can learn encryption keysa brutforepasso

i

#CK Defenses : WPAZ-enterprise : auth users have unique UN , PW,
-certificate

& random pairwise master key , encrypted channels

& three security guarantees
① client talking w/ legit server

② No one has tampered w/ handshake

③ clienta server share set of symmetric keys UNIQC

POAS

PortS

PORTS

lead to sporting
-

* RB , Rs defend against replay
attacks

* HHPS encrypt ORL parameters
->

to connection

*Trust can be DELEGATED W/ certificates



Attack : maliciousname server- send to malicious IP
DNS : Layer 7 : domain name system

rexetence :Mailiwickchecking Is name server only provides records

Translate between iP & human-readable in its zone

-> not server which will direct to one of
Attack : on path attacker can read/respond us malicious (completely,as

children (provides 1 : child's zone
Attack : Kaminsky attack : querying for nonexistent domains

2 : human readabledomain ↳ expomain causes nothing to be eached

3 : P address o path ↳ ↳ race could to cache malicious response

DNSRecursive resolver : DNS lookup from internet service provider, Internal cache defense : uppsource port randomization -

DNS Stub resolver: sends query to recorsive resolver then receives response random 16 bit source port: guess ID + souy
↳Do uses UDP =ir

0 A type record : domain -> IP ① Question section : domain queried for

② NS Type : zone -> Domain ② Answer section : direct answer to query

③ RRSIG record : DNSSEC only- digital signature on records ⑤ authority section: zone & Domain of next name server

Q DS type : DNSSEC only : verifies authenticity of childzone & additional section : IP address of next server

DNSSEC = extension to DNSto provide integrity & auth to DNS msgs sent

* using trust anchorto sign public keys in DNS tra -> delegate trust to others

& sign next server's public key & give your own public key ↳ have signative on next name server's public key

* two public/priv key pairs
↳ signing done offline to save time (more memory)

D key signing key -> sign the zone signing key (KSK)

② zone signing key -> sign everything else (zsk) pareosuetone stother nam,
Denial of service (DoS)

layer 3 N

Aliationtakeresome
an app use SYN floattacks : send aa ③DDoS = distributed DOS

(w) spoofed adorenoreSNI Leverage multiple machines

exhausting RAM w/malloc & bonet

exhausting processing threads
estes& blocks memory for Legit TCP requests Defense : analyze incoming traffic

Defense eTHREf PRONES
Defenses : Goverprovisioning and drop packets

O loentify program flaws
② Filter packets w/ SYN cookies

② Isolatation & resource exhaustion ↳ don't create state until end handshake

⑤ Quotas Dattack bottlenecks

Firewalls Intrusion Detection
& Blacklist (default allow) = allow everything except those listed (fails open= secrity Naw)

Defect when attacks

a Whitelist (default veny) = deny everything except those listed (fail closed = loss of functionality
happen

d O NIDS = network Intrusion detection
better for security-most frewalls use

↳ between router & Internal network

& stateful packet filter = router that checks each packet against provided policy Bos-

↳ keeps truck of all open established conns (looks insidee data

careful to not run out of memory
↑ statlepacketfinely look atCP

,

UDP , Iea ·sevforentirenetwoaas

application layer : restrict traffic accordingto content of data fields ·packetstotweseparaatic

& PROXY : connect to proxy instead of servers (more complex
-reconstructed +CP tep connection w/ end host

& Firewall principles : Dunbypassable & tamper resistant ③ verifiable
② HIDS = host based intrusion detection

↳ Installed directly on end posts

-rectly whatdata-e
is received & how it's parged I - path traversal attals

- can decrypt data

③ logging : generate logs / into on end host

Anonymity andFor conceal source

Onion routing : use multiple chained proxy servers & hope at least ONE is trusted is / nottime

& security guarantee even if n-1 Intermediaries were malicious

(C) M , Bob) Kananiekdan :Dan) krank
(M

,
bob)knanie M

Alice -> Frank -> Dan- > Charlie -> Bob

(M , bob) Konarie ,
Chalie)

Kan cookies= save into within browser
expires : when

I
Domain , Path = which URL secure : HTTPS HHPOnly : no Javascript access to stop storing

decrypt / priv key

session tokens: after login , generate session token-> send into to user

* performance decreases linearlyws proxies added
user uses token in future way

& 3 hodes so entry more can't directly colluce / exit
same origin policy : each site

& correlation attack to see packets enter/exit certain times
isolated from all others

* RST Injection todetect & block

multiple pages from same origini

CSRE (Cross Site request forgery) : force victim to make request

browser will attach session token

example : server accepts EXCEPTIONS
cimy suc= "hHps : /bank. com/transfer?ant = 100d recipient = Mallory" > images

frames

Defense 1 = CSRf token that's embedded in Valid page HTML -> request has to

have this token

Defense 2 = Referer Validation = check which URL the request made from

Defense 3 : samesite cookie flag : When to send cookie

XSS : cross site scripting : Inject malicious is onto page ,
rows is when loaded

O stored XSS : persistently store malicious is on server (load-trigger script)

fi post "(script alert (" attack") < script/>

② Reflect

Daverecra-
aname

server

T

SQL Injection:Insert SQL

to force it to returnth

& use quotes to end opening quote

↓ psubverts same origin
& use--to add comments to parts of query we don't want to execute

& can add "Or 1 = 1" to first
UPDATE Keys Set Key = Kmallory Where Username = 'bob' ;

- sal to return something

ed XSS : create Malicious URL : server displays user input

Malicious URL = "hHpS : //google . com/search?& 9 = <scripts alert ("attack") <script/>

PEEENSE : - Sanitize input/ use Himecoding allowed domains where script can be loadefrom


